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Problem

80% of all cyber hacking incidents are
caused by websites being attacked

Unvalidated Input .
Websites

Attack

Insecure Deserialization .
Failure to Restrict URL Access

W

Insufficient Transport Layer Protection
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Problem
. I
70% of ransomware

attacks are distributed via websites

One in 13 of the world’s
websites Is

maliclous
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Problem

Web hacking cannot be solved with a single security product

Websites

Web Attack
@ Take control of web servers by cyber

attacking insecure website

m '3 —
4} \\ m
- n - @ 90%o0f hackers install WebShell to'use

Hacker them later

® Spreads malicious codes such as
ransomware through website in own control

Malware
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Solution

We develop a solution to prevent, detect and respond to web hacking

Websites

Prevention

N 1 Web Application Firewall
<E' WebCastle Detect and prevent web attacks

0

Detection
. Anti- Web Shell
Hacker (ﬁ WSI*mdm) Detect and remove malware
Response
< (®) wMbs >
Websites Malware Scanner Malware
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Solution

We provide all-in-one web security solution with one platform

Fp') F1Security
Conceptual UWSM

expansion and refinement

/ \ Fp) WebCastle F;)) WSFinder F) WMDS

aAER
«:ATINET
UTM Packaging Products (&)  Centralized management
- Web Application firewall
- Anti-WebShell detection
- ﬂ ﬂ - Website Malware scanner
.
. - Website Forgery Detection
Firewall IDPS Anti-virus
- Privacy data loss detection, etc.

o
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Malware Analysis & Detection service

Detection and analysis of malicious code distribution on 4 million website

Business Summary

Business item

Malware Analysis & Distribution Detection
Treatment support business

ordering organization

KISA

Business Period

2017.1.1 ~ 2020.12.31

Abstract

Detect malwares, Prevent distribution
through web and respond early

MCF (Malicious Code Finder) Operation Business

Malware distribution response Activity through web

Response report of Report of
media report Issue response

dissemination
Detection

System automatic detection
Outside detection
C-TAS, Google, MS, etc

Webhard, Free SW
detect Forgery

Update check domain

- Domestic domain selection
- Check domestic domain connection

Webhard, free SW

- Update checking object information

deletion
Treatment

Treat stop by site

Treat distribution site

Send treat guide letter
Investigae

CS(Customer Satisfaction)

System malfunction Mgt.

- 2017 new introduced system
stabilization

- First reporting, recover in 1hour

Response report of Periodic Report
mass detection (Stat’s, Trends)

malware
Analysis

Analyse malicious scripts
Compose distribution structure
Analyse malware

Create detection pattemn
Check command control server

- Affair capability analysis

capability reinforcement

- Stable personnel offering
- Manage affair satisfaction &

encouragement

Foreign dissemination site
command control server

Block

Block foreign
distribution site

Block foreign
information leakage site
Block foreign
command control site

Project Mgt. / Support

- Security management
- Schedule production item Mgt.
- Education and couseling
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Web vulnerability Check service

Yearly 5,000 websites vulnerability checking and treatment support

Business item Web security support business of SMB

web vulnerability diagnosis and
web security tool supplement business

Business Summary

ordering organization

web
i vulnerability
;. diagnosis

KISA

Business Period

2017.1.1 ~ 2020.12.31

WHISTL

Abstract

Perform web vulnerability diagnosis,
web shell detection, free web firewall supplement
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Business Model

Establish SOC security operating centers) Or CERT overseas

Security
Operating
Center

~

Incharge security service As Korean
governmental agency, KISA does.
They check 4 million sites at the present

Propose to East-south nations like Thailand,
Vietnam, Philippine, Malaysia,
Indonesia as like KISA role

Perform analyze and detect all of related
nations’ web sites

#" Thailand
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Cloud based Security Service Model

Service Provider

(Local company or JV) Enterprise

* Local Partner

- \ 2 approval

‘r\w

@/W:{) vilne 'Ii"scan
G/ VWERNITEWS lll
G*/ Weo rrizinveire cle'(:e,c
& Webshell deiscion
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Partner Agreement Policy

LPO (Local Partner Operation) Type

ml Microsoft amazon

Hl Azure webservices™

@ WMDS F; WebCON ﬂ @ WSFinder

Detect malicious code Web Firewall Detect webshell

Join Operation

Localization

Service

...... .
\
' .
( Sales )
- “
0.. *
*
‘0
*
*
*

Technical I|||II
Assistance |||||

SW Installation

Fr) WMDS F7) WebCON F;) WSFinder
= Detect malicious code Web Firewall Detect webshell

Local Enterprises Local Partner.
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Company General
|
Company name  Flsecuriy, Inc.
Representative  Lee, Dae-ho
Address (Head office) #952AB Ho, H-3, KIST, Hwarangno 14-gil 5, Seongbuk-gu, Seoul

(Research) #1003, 128, Gasan digital 1-ro, Geumcheon-gu, Seoul
(Research) #455, 815, Daewangpangyo-ro, Sujeong-gu, Seongnam-si, Gyeonggi-do

Since October 2012

Staff 50

S
-
S
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CEO/Core Workforce

Core Workforce

Development of security solution/A.l Research

a2l

-Lee, InYoung -Yi, Hyoung -Choe, SmHyeon  -Jin, Se Min Senior -Kim, Hyun Soco
Chief Researcher  Chief Researcher SeniorResearcher  Researcher Assistant Researcher
Educational qualification : bachelor's degree (Mester) (Master) (Mester)

ei University, Department of Philosophy / Computer Science / Business Administration) ~ -Pevepment  -Deveiopment  -Development  -Development  -Development  -Al
career: 20 years career:20years career:14years career:10years career: 10 years

Main Capability Consulting/Malware Analysis/hacking

Lee Dae-ho / CEO

F1Security CEO / Chief Consultant
Total career : 20 years

Qualification : 1ISO 27001/ ISMS / PIMS / PIPL certification auditor,

PIA, CISA, CISSP, CIA, Industrial security manager,

Engineer Information Processing, information security prior diagnosis attendant

: - Kim, Ki Hwan - Ji, Young Min -Baek, Myeong Hui 3 - Lee, JunHo
Information security consulting and Development -AhnLab % directior (Ph.D) Chief consultant @ Seniorconsuitant i Consutrt
. . . H q H - Consulting - Consulting - Consulting - Consulting H
of information protection system : -Kolonbenit : 4‘ career coreer - : coreer coreer - :
H . H H v
- Project management - A3security LB e e e e -’
_ _ : : ~Lee, BoWon - Shin, Kyoung-A -Park, Seung Pil ~Kim, Min Seok : “SraiSasu -Dmecmet
- Information security management system (ISMS, 1ISO27001) : : Junior Consultant Chief consultant m Chief consutant A Junior Consutant (e -
- Personal Information Management System (PIMS) : B - 'Z'mk Hacking: (Masten) - Analysis = - Analysis
years

- Consulting/ Analysis ;?/ career : career :
T W V] e
-Lee, WhangHee - Jo, Sang Hyun

Assistant Consultant Q Assistant Consuttant :
q . A n - Analysis =2F - Analysis a. x -Development/
- Managing director of technical development projects suchas WMDS ~ : 2 R car;f: . % careﬁ. 5 msw Seles Career

: 0 : : : S
4years ‘2" 2years g

- Security audit, Establishing security policy / guideline,
Risk assessment, Establishing information security Master Plan

- Experience in consulting more than 100 customer sites

D &



06
[Reference] Intellectual Property Rights

Classification Title Summary Appli_c atio_n of Applicant or
Registration Manager
Patent Malware Detection Device and Method Technology transfer (patent) No. 10-2007-0119190 Flsecurity
Patent Web site malware detection and prevention system Application/ Registration 2016.12 No. 10-2015-0077292 Flsecurity
S SN | Ty | Fedptine | e ey
Patent Maliciou\s/\;::t;jgﬁéﬁiggéﬁ(;ﬁggﬂﬁglfgynology/ Technology transfer (license) Korea Intemet Security Agency Korea Intemet Security Agency
Patent M%]&ggﬁ?ﬁﬁggﬁf;ﬁﬁg;ﬁ;@ﬁﬁgﬂﬁﬁﬁg@“S Technology transfer (pater) (US) 8181248 National Security Research Insttute
Patent RiSkAgslilesiisngﬁfcrEir?;hlfl:gﬁ]?rl:gs Code Application/ Registration 201712 No. 10-2017-0097491 Flsecurity
O g i Loy | OSSPCTAWSNEIN | POTKROITONZS Fisuty
Patent Web site forgery detection method and system Application 2017.08 No. 10-2017-0106962 Flsecurity
Patent Webshell detection system Application/ Registration 2018.05 No. 10-2018-0012441 Flsecurity
Patent Malicious code detection device and method Application 2018.06 No. 10-2018-6072213 Flsecurity
Patent Web attack detection and prevention system Application 2018.06 No. 10-2018-0063747 Flsecurity
Trademark WMDS Registration 2017.02 No. 40-1234673 Flsecurity

Trademark FISECURITY Application 2017.10 No. 40-2017-0073030 Flsecurity




06
[Reference] Abroad Business Case
@ 20191113 @ 2019114
Thailand Baycomputing MOU Mongolia OUG MOU
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[Reference] Abroad Business Case

: Vietham Cyber security Malaysia Cyber Security
- Lo Boponn Saauay o c * 10.14~10.15 * . Agency 10.18

BUSINESS MEETING 2019

@) F1Security

D O S e A e
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[Reference] Abroad Business Case

1:1 Meeting Timetable PAGEC

MEETING TIMETABLE

F1 Security

=t 11.13 ~
€ 11.14

USA Silicon valley
North America

2019 EXPO

Now 1h Nov 20ts

Mriaph Saeor-Angel vyvedtor b
OC Tech L vangefut (f cormer
ANSreesten HorOw2 Anay )

INRTUAL] Ken Fasing Orector and Lision,
Drsiness Covervment & Lagaative A¥eny
SnomCorter Comruncations & Foerer
Fresident LSU Shedert Body

12 0am-11 Odam

11.00am-12-00pm

Aex Rodguer Senior Program Dsectod

1 "1 00
S ] for 1T working for Offce of Secretary & DOT

Bie s ROONgUeZ- Serbar 1oy am Dumcnion

1 00pen.2 00pem Sor 1T oL P

[VIRTUALITodd Mughes - CEO

2000m-3-00em IR
s - Corwatrn Few ke Govesveent
Corteactrg Frrm —~
|

Mot wrwe Moveara) Poogs an Manapm S
Wwovaton 8 EQutatie Deveroperwt X

2 00pm4 Wpm Dogariment of Srmal & Loos Busress
Develcpment (DSLBO)
n

=l USA Washington D.C.

meeting
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[Reference] Abroad Business Case

Indonesia office Thailand office Vietham HCMC office

T

168 GLOBAL

INTERTRADE CO.,LTD.

U5 168 Inavaa Aulmesinsm 31in
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